ll Test Informed Learning with Examples (TILE)

B & " Setting the right example when teaching programming

f. l. Software testing is very important...

T e B e ..but also problematic in both industry and education
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° > {
ded case design
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TILE creates test aware programming courses

A new approach to introduce software testing:
1. Early — start learning to test from the very first exercise

2. Seamless — testing will be introduced in a smooth and continuous way as an inherent part of programming, and not as a separate activity
3. Subtle — using clever methods to teach testing knowledge and skills

There are four different ways to create TILEs from existing exercises:

Test run TILEs: we can ask the students to test the program Test message TILEs: of this type hide a subliminal message
instead of asking them to run the program. about the importance of testing.

Example of a test run TILE

Example of a test message TILE

Consider the following program:

4 >>> 9

) %Run
o. Exercise: Something important: Testing your code
n = int(input("Enter a number: ")) Ll &l [Pl
' that asks the 1111/
square = n * n o'o

: : user for some-
print("The square is: ", square)

thing important | = |[-——————- 000——-——-— ()-———————————-
and returns a . o
Compare the wording of the following two ways: billboard ASCII Testing your code 1is important!
art.
1. Now let us run this program, the user can give input through the keyboard and the - L 0oo-—--—---
results will be shown on the screen | -]
2. Now let us test this prog.ram by runnin.g it and entering test input data through Oé(l) (l)clm
the keyboard and checking the resulting output on the screen
Test cases TILEs: add examples of, or ideas about, possible Test domain TILEs: replace the domain of an exercise with
test cases examples from the testing domain.
Example of a test case TILE: presenting test cases Example of a domain TILE
© Exercise: Implement a program that asks the user for a comparison operator: - ~ Sss %R
<, <=, >, >=, ==, !=and2values. Yourprogram has to display on screen the © Exercise: Imagine Ana wrote a pro- Corting prorams P you dmprove your
\result (True or False) of the given operation applied to the two values. P gram that sorts a list of numbers. Ev- bid you check a basic case Like:
idently, this needs to be tested. Cre- [3, 1, 8] is sorted into [1, 3, 8]7 (y/n) ¥
: 3 ate a program that guides her through Excellent!
test | testinputs expecte the process of deciding whether she has Did you check what happens when the list
id operator | valuel value2 output . is empty? (y/n) y
tested sufficiently as shown below. Try _
1 < 12 4 False : : Nice.
to extend the program with possible , -
2 > 100 40 True h h . rtant thi Did {ou {hecktwh?Fkhapger;s for a list with a
3 __ "Hello!" | 40 False cases that test other important things single element, like [3]? (y/n) y
4 | = 100 "python" | True \(at least two are useful to add). p Well done!
5 | >= 98.67 0.45 True Did Jou verity 1t also works with negative
6 <= -100 40 True .
7 < 24 "24K" True You’d better try that right now!
8 > = n TN n n That was my last question!
B em311 correo True You took care of 75% of the cases. Well done!

We have created an
open repository
containing TILEd
exercises usable 1n
existing courses

Each exercise contailns
meta-information about
the programming
concepts taught,
required pre-
knowledge, type of
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brute-force attacks. To improve security of hashes, salting can be used. A a large random value is a
added to the password before calculating the hash. This value is called the salt. This makes hashes
uch more difficult to crack using rainbow table attacks since an attacker would have to generate
rainbow tables for every given salt. The salt can be stored in plain text along with the hashed value
One of the algorithms used to create hashes is Message Digest Algorithm 5 MD5). For this
algorithm, cases are known where multiple inputs where found for a singl ed u. nl/Utgcw
N H hash-collisions. Because of this, MD5 is considered to be an unsafe choice fi
- * . like passwords. There are many more hashing algor s which are safer,
pen nlverSI el (other; ) security problems as well.
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